IIpunoxenue N 2

NHO®OPMALIMOHHAS ITAMATKA
IS OBYYAIOIIUXCA JJIA PASMELIIEHUA
HA O®PUIIHNAJIBHBIX HHTEPHET-PECYPCAX

C KaxIpIM TOJOM MOJIOJICKH B HWHTEPHETE CTAHOBUTHCS OOJBINE, a
IIKOJIBHUKW OJIHA W3 CaMbIX aKTHBHBIX IOJb30Barelieii PyHera. Mexay Tem,
IIOMHUMO OTPOMHOT'0 KOJIMYECTBA BO3MOXKHOCTEH, MHTEPHET HECET M MPOOJICMEI.
DTa naMATKa JOKHA IIOMOYb TeOe 0€30IMacHO HAXOAUTHCS B CETH.

KomnibroTepHbie BUPYCHI

KomnbioTepHblii BUPYC - 3TO Pa3HOBUAHOCTH KOMITBIOTEPHBIX MPOTPaMM,
OTJIMYUTENBHOU OCOOEHHOCTBIO KOTOPOM SBIISAETCA CIOCOOHOCTh K PA3MHOKEHHUIO.
B nmomonHeHne K 3TOMY, BUPYChl MOTYT TIOBPEIUTh WU MOJHOCTHIO YHUYTOXXHTH
Bce (hailiipl U JaHHBIC, TTOJKOHTPOJIBHBIE TIOIB30BATEN0, OT UMEHU KOTOPOTo Obliia
3allylieHa 3apakeHHas MporpaMMa, a TakkKe MOBPEIUTh WM JaKe YHHUTOKUTH
OTIEPALIMOHHYIO CUCTEMY CO BceMH (aiiamu B 1eloM. B OONBIIMHCTBE CilydaeB
PacmpoCTPaHsIOTCS BUPYCHI Uepe3 HHTEPHET.

MGTOI[BI 3alMUThI OT BPCAOHOCHLBIX IIPOI'paMM:

1. HCHOHBBYﬁ COBPCMCHHBIC OIICPATMOHHBIC CUCTCMbI, UMCHOIINC CepBCSHBIfI
YPOBCHDB 3allIUTHI OT BPCAOHOCHBIX ITPOrpaMM,

2. IlocrossHHO ycTaHaBnuBaik mautk (1UGPOBBIE 3aIUIaTKH, KOTOPHIC
aBTOMATUYECKH YCTAHABIMBAIOTCS C LEIbIO JOPaOOTKH MNpPOrpamMMbl) U ApPyrue
OOHOBJICHUSI CBOEH omepanroHHOM cuctembl. CkayuBail WX TOJBKO C
opunmanbHoro caiita paspaborunka OC. Eciu cymiectByer  pexum
aBTOMAaTHUYECKOr0 OOHOBJIEHUS, BKIIOUH €T0;

3. Pabotaii Ha cBoeM KOMIBIOTEpPE TMOJ[ TpaBaMU TOJIb30BATENsd, a HE
aJIMUHUCTpATOpa. IDTO HE TMO3BOJUT OOJIBIIMHCTBY BPEIOHOCHBIX MPOrpaMm
VHCTAJUIMPOBATHCS HA TBOEM IEPCOHATBHOM KOMITBIOTEPE;

4. Hcnons3yldi aHTUBHPYCHBIE IIPOTPAMMHBIE MPOIYKTBI  HM3BECTHBIX
IPOU3BOJUTENEH, C aBTOMaTUYECKUM OOHOBJIEHHEM 0a3;

5. Orpannub GU3NIECKUN JOCTYI K KOMITBIOTEPY ISl IOCTOPOHHUX JIUIL;

6. Ucnonb3yil BHELIHME HOCUTENIM MHPOpPMALMU, TaKHe Kak (Quiellka, JTHUCK
WK Qailn U3 UHTEpHETa, TOJBKO U3 MPOBEPEHHBIX HCTOUHHUKOB,;

7. He oTKpbIBali KOMNBIOTEPHBIC (DAMIIBI, TMOJYYCHHBICE U3 HEHAIC)KHBIX
ucTOYHUKOB. Jlaxke Te (paiiyibl, KOTOpBIE MpUCTAT TBOM 3HAKOMBIH. Jlyure yTounu



y HEro, OTIPaBJIsI JIM OH TeOE UX.
Ceru WI-FI

Wi-Fi - 3T0 He BHJI mepeaaun TaHHBIX, HE TEXHOJOTHs, a BCETO JIMIIb OPeHI,
mapka. Eme B 1991 rony HumepiasHickas KOMITAHHS 3aperucTpupoBaiia OpeH
"WECA", urto o6o3Hauano cnoBocouetanue "Wireless Fidelity", xoTopsiii
NePEeBOUTCA Kak "OecrpoBOHAS TOYHOCTh".

Jlo Halero BpeMeHH Jiolia apyras a00peBuarypa, KOTopasl sBJISETCS TaKoi
e TexHojorueil. Jto abOpeBuatypa "Wi-Fi". Takoe Ha3BaHue OBUIO JaHO C
HAMEKOM Ha CTaHAapT BbICHIEW 3ByKkoBoM TexHuku Hi-Fi, uro B mnepeBone
O3Ha4aer '"BBICOKAS] TOYHOCTH'.

Jla, OGecraTHBIE MHTEPHET-IOCTYI B Kade, OTENAX M a’ponopTax SBISETCS
OTJIMYHOW BO3MOKHOCTBIO BBIXOJIa B MHTEpHET. HO MHOTME 3KCIepThl CUUTAIOT,
yT0 obmenoctymnubie Wi-Fi cetn He ABISIOTCS O€30TaCHBIMH.

CoBeTbl 110 0€30MacCHOCTH Pa0OThI B 00IIEOCTYITHBIX ceTsx Wi-fi:

1. He nepenapaii cBoro JuuHyr0 HHpOpMaIHio yepe3 obrienoctymnabie Wi-Fi
cetu. PaboTas B HUX, KeJIaTeTbHO HE BBOAUTH MAPOJIU JIOCTYTIA, JIOTHHBI M KaKHe-
TO HOMEPA;

2. Ucnonb3yil © OOHOBIISI aHTUBUPYCHBIE MPOrpaMMbl U Opanamayep. Tem
caMbIM Thl 00€30MacHIlb ce0sl OT 3aKaYyKH BUPycCa Ha TBOE YCTPOUCTBO;

3. Ilpu ucnons3zoBanuu Wi-Fi otkimtoun pyskiuio "O6mmii noctyn K daitnam
u npunTepam". JlaHHas (yHKIOMS 3aKphiTa MO YMOJIYAHHUIO, OJTHAKO HEKOTOPHIE
MOJIb30BATENIM AKTUBUPYIOT €€ JIs Y00CTBA UCIIOIb30BaHUs B paboTe niu yueoe;

4. He wucnonb3yét nyOnuuneii WI-FI gns mepenaum JIUYHBIX JTaHHBIX,
Hanpumep 1Sl BIX0JA B COLIMATIBHBIC CETH WJIU B DJIEKTPOHHYIO MTOYTY;

5. Wcnonwp3yi#t Toapko 3amuiieHHoe coequnenue yepe3 HTTPS, a ne HTTP,
T.. mpu Habope BeO-aapeca BBoau uMeHHO "https://";

6. B MoOwibHOM Tenedone orkimoun Qynkuuio "lloaxmouenne k Wi-Fi
aBTomatudecku'". He momyckaii aBTOMaTHYECKOTO IOAKIIOYCHHUS YCTPOHCTBA K
cetaM Wi-Fi 6e3 TBoero corJjiacus.

ConmaJibHbBIE CeTH
CounalibHbIe CETH aKTUBHO BXOJST B HaIlly )KU3Hb, MHOTHE JIFOAU PabOTaIOT U

KUBYT TaM TOCTOSIHHO, a B Facebook yke 3aperucTpupoBaH MIIIHAP] YEIOBEK,
qTO ABJIAETCA OMHOUN CEILMOM BCEX KUTEJIEHU IUIaHEThl. MHOTHE MOJb30BaTEIN HE



NOHUMAIOT, YTO WH(OpMAaLKA, pa3MEIICHHAs UMH B COLIMAJbHBIX CETSIX, MOXKET
ObITh HaliJlcHA W HCIIOJIb30BaHA KEM YTOAHO, B TOM YHCIE HE 00s3aTeNbHO C
OJlaruMU HaMEpEeHUSIMU.

OcHOBHBIE COBETHI 10 0€30IaCHOCTH B COIIMaJIBHBIX CCTX:

1. Orpannyp civcok Apy3ei. Y Te0s B APY3bsX HE JOJIKHO OBITh CIIy4YailHbIX
1 He3HAKOMBIX JIIO/ICH;

2. 3amuiai cBOIO 4YacTHYIO »ku3Hb. He ykasbiBaii mapoiu, TesnedoHsl, aapeca,
JaTy TBOETO POXKACHHUS U APYTYIO JUYHYIO WH(OpMaIuio. 3M0yMBIITUICHHUKA
MOTYT HCIIOJIb30BaTh Jake HHGOPMAIMIO O TOM, Kak Thl M TBOU POJUTETU
IJIAaHUPYETE MPOBECTU KAHUKYJIBI;

3. 3amuinaii CBO pemyTaIuio - AEpKHU €€ B YUCTOTE U 3a7aBaii cebe BOIpoc:
X0TeJ OBl Thl, YTOOBI JPYryMe IOJIL30BATENIM BHJEIU, YTO Thl 3arpyaeuib?
[Togymaii, mpexie ueM 4TO-TO OIyOJIMKOBATh, HAITUCATh U 3aTPy3UTh;

4. Ecnu ThI TOBOPHIIG C JIFOJABMH, KOTOPBIX HE 3HAEIlb, HE MCIIOIB3yH CBOE
peanbHOE UMS U JIPYTYIO JIMYHYIO0 WH(OpPMAIUU: UMs, MECTO KUTEIIbCTBA, MECTO
y4eObl U poyee;

5. U306erait pasmemienust Gororpaduit B UntepHete, rae Tol M300paxkeH Ha
MECTHOCTH, 110 KOTOPO MOKHO OIPENEIUTH TBOE MECTOIOIO0KEHUE;

6. Ilpm peructparmi B CONHMAIBHONW CETH HEOOXOIUMO UCIOJIb30BATh
CJIOHBIE TIAPOJIU, COCTOAIINE U3 OYKB M ITU(P U C KOJIUYECTBOM 3HAKOB HE MEHEE

8;

7. Jns  conuanbHOW ceTH, MOYTHl W JPYTrUX CalTOB HEOOXOJIUMO
UCIIOJIb30BaTh pa3Hble maposid. Torja ecnu Te0s B3JI0OMAIOT, TO 3JI0YMBIIIJICHHUKU
IIOJIy4aT JOCTYI TOJIBKO K OJTHOMY MECTY, a HE BO BCE Cpasy.

DJIeKTPOHHBbIE IEHbI'H

DJIeKTpPOHHBIE ACHBIU - 3TO OYEHb YJOOHBIM CHOCOO IIaTekei, OIHAKO
CYIIECTBYIOT MOLIEHHUKH, KOTOPBIE XOTAT MOJTYYNUTH 3TH JICHBIH.

9JICKTpOHHBI€ JCHBI'N IIOABHUJINCH COBCCM HCIAABHO M MMCHHO H3-3a 3TOI'O BO
MHOT'HX I'OCyIapCTBax A0 CUX IIOP HC IIPOIIMCAHO IIPO HUX B 3aKOHAX.

B Poccun xe oHM (hyHKIIMOHUPYIOT M O HUX YK€ MPOTUCAHO B 3aKOHE, T/I€ MX
pa3nensioT Ha HECKOJIBKO BUOB - AaHOHUMHBIC U HE aHOHUMHBIC. Pa3Huma B ToMm,
YTO AHOHUMHBIC - 3TO T€, B KOTOPBIX pa3peniaeTcss MPOBOJIUTH Omepanuu 0e3
UACHTU(UKAIINY TT0JIB30BATEISI, @ B HCAHOHUMHBIX WCHTU(UKAIUS TTOTh30BaTEIIs
SABJISIETCS 00S3aTEILHOM.



Taxke craemyer pa3nuuaTh dJCKTPOHHBIE (UATHBIE JACHBIU (PaBHBI
TOCy/apCTBEHHBIM BajlOTaM) M 3JEKTPOHHBIE He(UaTHbIE NEHBIH (HE paBHBI
roCcyJapCTBEHHBIM BAJIIOTaM).

OcHOBHBIE COBETHI IO 0€30MacHOM pa60Te C OJICKTPOHHBIMHU JCHbBI'aMU:

1. ITpuBsiKM K cyeTy MOOUIIBHBIN TenePoH. ITO caMblil yAOOHBIN U OBICTPBIN
Croco0 BOCCTAHOBUTH JOCTYI K cuery. [IpuBs3aHHBIA TenedOH MOMOXKET, €Ciu
3a0yJenip CBOM IUIATEXKHBIM MMapoyib WM 3aijielllb Ha CaWT C HE3HAKOMOTO
YCTPOMCTBA;

2. Hcnonb3yit omHopa3zoBbie mapond. llocne mnepexoga Ha YCHICHHYIO
aBTOpU3aIMIo Tebe yke He OyaeT yrpoKaTh OIMACHOCTh KPakKH WM TepexBaTa
MJIATEAKHOTO MapOJIs;

3. BeiOepu cinoxHblii mapoisib. IIpectynmHukam Oyaer He NpOCTO yrajaaTh
CJIOXHBIN naposib. HajexHpie mapoau - 3T0 MapoJid, KOTOpbIe COJEPKAT HE MEHEe
8 3HAKOB W BKJIOYAIOT B Ce€Osl CTPOUYHBIE U MPONHUCHBIE OYKBBI, LUPPHI H
HECKOJIbKO CUMBOJIOB, TaKUE KaK 3HaK J10Jij1apa, (pyHTa, BOCKIMIATEIbHBIA 3HAK U
T.11. Hanipumep, $tROng!;;

4. He BBOIM CBOM JIMYHBIEC TAHHBIC HA CaliTaX, KOTOPHIM HE JOBEPSCIIIb.
DJIEKTPOHHAS MOYTA

DJIeKTpPOHHAsS TOYTa - 3TO TEXHOJOTHUS U TPEAOCTABISIEMbIE €0 YCIYTH IO
MEePEChUIKE U MOJYYCHHUIO AJIIEKTPOHHBIX COOOIIEHHM, KOTOPBIE paclpeesatoTcs B
KOMIBIOTEpHOU ceTh. QOOBIYHO AJIEKTPOHHBIM TMOYTOBBIA SIIIUK  BBITJISTUT
CJIeIYIOIMM 00pa3oM: UMs_TOJB30BaATENA(@UMS_ToMeHa. Takke Kpome nepeaadu
MPOCTOTO TEKCTA, UMEETCS BOBMOXKHOCTH TIepe/1aBaTh (pailiibl.

OCHOBHBIE COBETHI IT0 OS30ITACHOM pabOTE C JIIEKTPOHHOM MOYTOM:

1. Hagmo BwIOpaTh mpaBUIIBHBIM TOUYTOBBIM cepBuc. B uHTEepHETE ecTh
OTPOMHBIN BBIOOP OECIIATHBIX MOYTOBBIX CEPBUCOB, OJJHAKO JIyUIIE T0OBEPSITH TEM,
KOTI'0 3Haellb U KTO IIEPBBINM B PEUTHUHTE;

2. He yxa3piBail B TMYHOM mouTe JHUHYI0 HHpopMmaruio. Hanpumep, myuqre
BbIOpaTh "My3bIKainbHbIN _(panat@" umum "pok2013" Bmecto "temal3";

3. Hcnonp3yéh HABYXAITalmHyH aBTOPH3alMI0. DTO KOrja MOMHUMO MapoJs
HY>KHO BBOJUTH KOJI, TpUChUIaeMbIil o SMS;

4. BriOepu Cl0KHBIN Maposib. s KaK10ro mo4YToBOro SIIIMKA JOJKEH ObITh
CBOW HAJEKHBINW, YCTOWUYMBBIN K B3JIOMY I1apOJIb;



5. Ecnu ectb BO3MOXHOCTH HalKCaTh CaMOMYy CBOM JIMYHBIM BOIPOC,
UCIIOb3YH 3Ty BO3MOKHOCTb;

6. HMcrnonp3yil HECKOJIBKO TMOYTOBBIX SIIMKOB. IlepBbIii 1 yacTHOM
MEPENUCKHU C aJpecaTaMu, KOTOPBIM Thl JOBEPSIEIIb. ITO AJICKTPOHHBINA aJpec He
HaJI0 MCII0JIb30BaTh MPH PETUCTpaIlii Ha popyMax U caiTax;

7. He oTkpeiBail Qailibl U Apyrue BIOKEHHUS B NUCbMax, Jake €CIU OHU
OPUILIM OT TBOUX Apy3ell. Jlydile yTouHM y HUX, OTIPABISIM JU OHU TeOe 3TU
OEVRISH

8. ITlocie oxoHuaHuss pabOTHl HA TOYTOBOM CEpPBUCE IIepe]l 3aKphITHEM
BKJIQJIKH C CAUTOM He 3a0y/1b HakaTh Ha "BeiiTu".

Ku6epOyaiiMHr uiiv BUPTyajibHOE U3/1€BATEIbCTBO

KubepOymnuar -  mpeciaefgoBaHuWe — COOOIICHUSIMU,  COAECPKAIMMU
ocKopOeHus, arpeccuio, 3aIyTUBAHUE; XYJUTaHCTBO; COIMAITEHOE
OOHMKOTHPOBAHUE C TIOMOIIBIO PA3TUIHBIX HHTEPHET-CEPBUCOB.

OcHOBHBIE COBETHI 110 OOpHOE ¢ KHOSPOYIIITMHTOM:

1. He Opocaiics B 60ii. Jlyumuii crmoco0: mMOCOBETOBATLCS Kak ceOsl BECTH W,
€clii HEeT TOro, K KOMY MOXXHO OOpaTHThCS, TO BHadajle YCIOKOWThCA. Ecimu T
HaYHEIIb OTBEYaTh OCKOPOJICHHSMH Ha OCKOPOJIEHHUS, TO TOJBKO emie OoJIbIe
pazoAOKeIb KOH(PIIHUKT;

2. Ympasisii cBoeil kubeppernyTaiuei;

3. AHOHMMHOCTh B ceTH MHUMAas. CylIeCTBYIOT CHOCOOBI BBISICHUTB, KTO
CTOMT 32 aHOHHUMHBIM aKKayHTOM;

4. He crout BecTH XyNnWTaHCKU 00pa3 BHUpPTyalbHOW XU3HU. MHTEpHET
dbuKcupyeT Bce TBOM JIEUCTBHUS W COXpAHSICT WX. YJIUTh UX OyJeT KpaiiHe
3aTPyAHUTEIBHO;

5. CoOmnroail CBOIO BUPTYAJIbHYIO YECTh CMOJIOJY;

6. UrHopupyit enuHWYHBIM HeratuB. OJIHOpa30BBICE OCKOPOHTEIBHBIC
cooOmeHnss Jydimie WrHopupoBatb. OOBIYHO arpeccus IpeKpaimaercs Ha
HAYaJILHOM CTaJIHU;

7. ban arpeccopa. B mporpamMmmax oOMeHa MIHOBEHHBIMU COOOIICHUSIMH, B
COLIMAJIBHBIX CETSAX €CTh BO3MOXKHOCTh OJOKMPOBKM OTIPABKU COOOIIEHUH C
OTpeJIeJICHHBIX aJPECOB;



8. Ecniu T cBUzerenb kubepOyumHra. TBou OeHCTBUS: BBICTYIIUTH MPOTUB
IIpecieaoBaTens, MoKa3aTb €My, YTO €ro JEHCTBUS OLEHMBAIOTCS HETaTUBHO,
NOJJIEPXKaTh KEPTBY, KOTOPOW HY>KHA ICHXOJIOTHYECKass MOMOIIb, COOOIIUTH
B3pPOCJIBIM O (paKTE€ arpeCCUBHOIO ITOBEACHUS B CETH.

MooOuniabHbIi TesaedoH

CoBpemeHnHbIe cMapT(HOHBI U TUTAHIIETHI COJEPkKaT B ce0e BIIOJHE B3POCIbIN
GyHKIIMOHAI, W Temepb OHM MOTYT KOHKYPHUPOBaTh CO CTallMOHAPHBIMHU
KoMmbioTepamu. OJIHAKO, CPEJCTB 3AIMMUTHI ISl MTOJOOHBIX YCTPONCTB MTOKA OYCHB
Maio. TecTUpoBaHME W TIOWCK YSI3BUMOCTEM B HHUX MPOUCXOJUT HE TakK
UHTEeHCHBHO, Kak s [1K, To ke camoe kacaeTcss 1 MOOMIBHBIX MPUIIOKCHUT.

CoBpeMeHHbIE MOOMIIBHBIE Opay3ephl yKe MPaKTHUSCKH JIOTHAJIN HACTOJIbHBIE
aHaJOTH, OJIHAKO paclIUpeHre (yHKIMOHAa BJEYET 3a CO0O0M OOJIBIIYIO
CJIO)KHOCTB ¥l MEHBIITYIO 3aIIUIIEHHOCTb.

I[EU'ICKO HC BCC IIPOU3BOAMUTCIIN BBIITYCKAIOT O6HOBJ’I€HI/I$I, 3aKPbIBAOIIUC
KPUTUYCCKUC YA3BUMOCTHU IJII CBOUX YCTPOﬁCTB.

OCHOBHBIE COBETHI JJIs1 0€30M1aCHOCTH MOOUIILHOTO TelieoHa:

Hudero He sBnsieTcss mo-HacTodAmeMy OecruiaTHeIM. Byab ocToposkeH, Bedb
Korja tebe mpeiaraioT OeCIUIaTHBIM KOHTEHT, B HEM MOTYT OBITh CKPBITHI KaKue-
TO TUIATHBIE YCIIYTH;

Hymaii, npexxae yem otnpaBuTh SMS, ¢boTo win Buaeo. Thl TOUHO 3HAEIlb,
r7ie OHU OyJyT B KOHEUHOM UTOTE?

Heobxoammo 0OHOBIIATH ONEPAIMOHHYIO CHCTEMY TBOETO cMapT(hOHa;
Ucnonb3yit aHTUBUPYCHBIE TPOTPAMMBI JJIsl MOOWIIBHBIX TeNe(OHOB;

He 3arpyxaii mpuioKeHHsi OT HEW3BECTHOTO HCTOYHMKA, BEIb OHU MOTYT
COJIEpKaTh BPEAOHOCHOE MPOTPaMMHOE 00ECTICUCHUE;

[Toce Toro Kak ThI BBIWIEIIL C CalTa, TJe BBOIWI JUYHYIO HH(OpMAIHIO,
3aiiiu B HACTPOIKM Opay3epa u yaanu cookies;

[Iepronnuecku npoBepsid, KaKUE IUIATHBIE YCIYTH aKTUBUPOBAaHbI HA TBOEM
HOMEDE;

JlaBaii cBOil HOMEp MOOWJIBHOrO TenedoHa TOJIBKO JIOJSAM, KOTOPBIX Thl
3HACIlIb U KOMY JOBEpsEIb;

Bluetooth nomkeH OBITH BBIKIIOUEH, KOTAa Thl MM HE MOJb3yembcs. He



3a0bIBail UHOT 1A IPOBEPSATH ITO.
Online urpsl

COBpeMeHHBIG OHHaﬁH-HFpBI - 3TO KpaCOYHEIC, 3aXBaTbhIBAIOIIHNC
Pa3BJICUCHU, 06’LG,HI/IH}IIOIHI/I€ COTHH TbICAY YCJIOBCK II0O BCCMY MHUDPY. I/II‘pOKI/I
HCCIICAYIOT IIE[HHI)IIZ UM MHUD, 06HIaIOTCH Apyr € OAPYroM, BBIIIOJIHAIOT 3adaHHA,
CpaXarTCad C MOHCTpaMHM M IIOJYYarOT OIIBbIT. 3a YAOBOJILCTBUC OHH IJIATAT!
IMOKYITalOT AUCK, OINIAaYMBAIOT a0OHEMEHT WJIH Hpno6peTa}0T KaKHC-TO OIIIIMH.

Bce »TH cpeacTBa uayT Ha MOJAEPKAHUE U PA3BUTHE UTPHI, @ TAK)XKE HA caMmy
0€30MacCHOCTh: COBEPIICHCTBYIOTCSI CUCTEMbI ABTOPU3ALIMH, BBITYCKAIOTCS HOBBIE
naTuu (LU(poBbIE 3aIIATKU ISl IPOTPAMM), 3aKPBIBAIOTCS YSI3BUMOCTH CEPBEPOB.

B no1o6HbIX Urpax CTOUT ormacaThCs HE CTOJIBKO CBOMX COTIEPHUKOB, CKOJIBKO
Kpa)Kd TBOETO IapoJIsi, HA KOTOPOM OCHOBaHAa CHCTEMa aBTOPHU3AIMH OOJBIINHCTBA
Urp.

OCHOBHBIE COBETHI IT0 0€3011aCHOCTH TBOETO HUI'POBOI'O aKKayHTa:

1. Ecnu npyroit urpok BeneT celsi MIOXO0 WK cO3/1aeT Tebe HEeNmpUsITHOCTH,
3a0JIOKUPYH €r0 B CIIUCKE UTPOKOB;

2. Ioxanyiica aIMUHUCTPATOPAM UTPHI HA TJIOXOE€ MOBEJCHHUE 3TOTO UTPOKA,
JKEJaTeJIbHO MPUJI0KUTh KaKUEe-TO JJOKA3aTeIbCTBA B BUAE CKPUHOB;

3. He yka3sbiBail muunyto nHGOpMaIio B podaiiie urpsl;
4. YBaxail Ipyrux y4aCTHUKOB I10 UTPE;

5. He ycTanaBnuBaii HeOpHUIMATBHBIC TATYH U MOJIBI;

6. cnonp3yil crnoxHble U pa3Hble MapOIIH;

7. laxxe BO BpeMsl UTPbI HE CTOUT OTKJIIOYATh aHTUBUPYC. [loka Tl urpaenis,
TBOW KOMIIBIOTEP MOTYT 3apa3uUTh.

OUIIMHI WA Kpaika JUIHbIX JaHHbIX

OOBIYHOM Kpaskel AeHET U JOKYMEHTOB CETrOAHS YK€ HUKOTO HE yAUBHUIIb, HO
C DPa3BUTHEM HHTEPHET-TEXHOJIOTMHA 3JIOYMBIIUICHHUKNA [EPEMECTHINCh B
UHTEPHET, U MPOJI0KAIOT 3aHUMATHCS " ITFOOUMBIM" 1EJIOM.

Tak mnosiBUIach HOBasi yrpo3a: HMHTEPHET-MOIICHHUYECTBA WU (DUIIUHT,
rJIaBHAsE 1eJdb KOTOPOTO COCTOUT B TMOJYYEHUU KOH(PUACHIIMAIBHBIX JaHHBIX
M0JIb30BaTeNIeH - JIOTMHOB U maposieid. Ha anrnuiickom si3bike phishing uuraercs



kak umuHr (ot fishing - peiOHas n0BsA, password - mapos).
OcHOBHBIE COBETHI IO 00PHOE € (PUITUHTOM:

1. Cnenu 3a cBoMM akkayHTOM. Ecim Thl mojo3peBaelib, YTO TBOSI aHKETa
Oblla  B37OMaHa, TO HEOOXoAMMO  3a0JOKHpPOBAaTb €€ U COOOIIUTh
aIMUHUCTPATOPaM pecypca 00 3TOM Kak MOXKHO CKOpEe;

2. Ucnonw3yii O6e3omacHble BeO-CaiiThl, B TOM YHCJI€, MHTEPHET-Mara3uHoB U
ITOMCKOBBIX CHCTEM;

3. Hcnonp3yil crnokHble W pa3Hble Tapoiu. Takum oOpa3zoMm, eciu TeOs
B3JIOMAIOT, TO 3JIOYMBIIUICHHUKH MOJy4aT JIOCTYH TOJBKO K OJIHOMY TBOEMY
npo U0 B CETH, a HE KO BCEM;

4. Ecmum T1eOs B3jOMald, TO HEOOXOAMMO TMpPEAYNpPEeIUuTh BCEX CBOMX
3HAKOMBIX, KOTOpbIE€ J00aBJIEHbI Y T€OsI B IPYy3bsiX, O TOM, YTO T€Os B3IOMANH H,
BO3MOKHO, OT TBOETO UMEHH OyAET pacchlaThCsl ClIaM U CChUIKM Ha (PUIIMHIOBBIE
CalThI;

5. YcranoBu HaaexHbid napoib (PIN) Ha MOOWIBHBIN TeneoH;
6. OTKITIIOUM cCOXpaHEHUe mapoJs B Opaysepe;

7. He oTkpwiBaii (aitsibel 1 Apyrue BIOKEHHUS B MUChMax, JakKe €CIU OHU
NPUIIUIK OT TBOUX Jpy3eu. Jlyule yTouHU y HHMX, OTIPABIISUIM JIU OHU TeOe ATU
(aiiibl.

IHu¢posast penyranus

[{udposas penyramnus - 3T0 HETaTUBHAS WM IMO3UTHBHAS WH(OOPMAIUS B CETH
o tebe. Komnpomerupytromas uHpopMaius, pa3MelleHHas B UHTEPHETE, MOMKET
CEpbhE3HBIM 00pa3oM OTpa3uThCAd Ha TBOeW peanbHOM ku3HHU. "lludposas
penyTamus" - 3T0 TBOW UMUK, KOTOPBIN GopMupyercs u3 nHpopmaiuu o tede B
WHTEpHETE.

TBOE MeCTO KUTENbCTBA, YueObl, TBOE (PMHAHCOBOE MOJIOKEHUE, 0COOCHHOCTH
XapakTepa U pacckasbl 0 OJU3KUX - BCE 3TO HAKAIUTMBACTCS B CETH.

MHorue NOAPOCTKH JIETKOMBICIEHHO OTHOCSTCS K IyOJIMKAlUMu JUYHON
uH(popmaluu B MHTEepHETE, HE MOHMMAas BO3MOXKHBIX MOCIEACTBUNA. Thl gaxke He
CMOJKEIIIb JIOTAaThCs 0 TOM, 4To (pororpadwusi, pa3MeIieHHas 5 1eT Hazaj, craia
IPUYUHON OTKa3a MPUHATH T€0S Ha padoTy.

KommenTtapuu, pasmenienre TBoux ¢ororpaduii u apyrue IeWCTBHUS MOTYT
HE MCUYE3HYTh Ja)e I0CJe TOro, Kak Thl MX YJajulllb. Thl HE 3HACIIb, KTO



COXpaHMJ 3Ty HHPOpPMAIMIO, TMoMaja JU OHAa B IOHUCKOBBIE CHCTEMBI U
COXpaHMJIACh JTM OHA, a TJIABHOE: YTO MOAYMAlOT O TeOe OKpY’KaIoIue JIIOJH,
KOTOpbIE HAWAYT U YBUAAT 3T0. HaliTu nHpoOpmManuio MHOTro JIET CIyCTS CMOXKET
JT000# - Kak U3 100pbIX NOOYKIECHUM, TaK U ¢ HAMEPEHUEM MPUYUHUTH Bpell. DTO
MOKET OBITh KTO YTOJHO.

OCHOBHBIE COBETHI 10 3aIIUTE U(PPOBOI peIyTaIUU:

1. ITonymaii, mpexae yeM 4To-To MyOJMKOBaTh U MepeaaBath y ceds B Oiore
WJIM B COLIMAJILHOM CETH,

2. B mnactpoiikax mnpoduis yCTaHOBH OTPAaHUYEHUS HA TPOCMOTP TBOETO
npo(HIIS U €ro COAEPKUMOTO, CAeNIall ero TOJIbKO "I mpy3eit'”;

3. He pasMemiaii u He yka3biBail HHPOpPMaLIUIO, KOTOpasi MOXKET KOro-imdo
OCKOPOJISITH WJIH OOMKATh.

ABTOpCKOE IIPaBo

CoBpeMEHHbIE IMKOJIBHUKM - AaKTUBHBIC IIOJIb30BaTeNd  [U(pOBOro
npoctpaHcTBa. OJHAKO JajeKko HE BCE 3HAIOT, 4YTO IMOJIb30BAaHWE MHOTHUMU
BO3MOXHOCTSIMH  IupoBOTO  MHpa  TpeOyeT  coOmomeHHss TpaB  Ha
WHTEJUICKTYabHYI0 COOCTBEHHOCTb.

Tepmun "UHTEIIEKTyallbHasi COOCTBEHHOCTh'" OTHOCUTCA K Pa3IuYHBIM
TBOPEHUSIM UEJIOBEUECKOTO yMa, HauyMHas C HOBBIX H300pPETEHMM U 3HAKOB,
0003HaYaroMUX COOCTBEHHOCTh HAa MPOAYKTHI M YCIYTH, U 3aKaHYMBAs KHUTaMH,
dbotorpadusmMu, KHUHOGUIEMAMHU U MY3bIKAIBHBIMHU TTPOU3BEICHUSIMU.

ABTOpCKHE TpaBa - 3TO TMpaBa HAa HWHTEIUICKTYyaJIbHYI0O COOCTBEHHOCTh Ha
MIPOU3BEICHUSI HAYKH, JINTEPATYPbl U UCKYCCTBA. ABTOPCKHME MPABA BBICTYNAIOT B
KaueCTBE TapaHTHUU TOr0, YTO WHTEJJIEKTYaJlbHBIA/TBOPUECKUN TPyJ aBTOpa HE
OylleT HampacHbIM, JaCcT €My CHpaBEeUIMBbIE BO3MOXKHOCTH 3apadoTaTh Ha
pe3yabpTarax CBOEro TpyJa, MOJYYUTh W3BECTHOCTh W Tpu3HaHue. Hukrto 06e3
pa3penieHus aBTopa HE  MOXKET  BOCHPOM3BOJUTH €ro  IPOU3BEICHHUE,
pacnpocTpaHsiTh, IMyOJUYHO JAEMOHCTPUPOBATh, IPOJaBaTh, HUMIIOPTUPOBATH,
MyCKaTh B MPOKAT, MyOJMYHO HUCTOJHATH, MOKa3bIBATH/UCIOIHIATL B ddUpe WU
pasmewars B IHTepHeTE.

Hcnonb3oBaHue "MUpaTckoro” nporpaMMHOI0 00ECIIEYEHHSI MOKET IPUBECTU
K MHOTMM PUCKaM: OT IMOTEPH JAHHBIX K TBOUM aKKayHTaM JI0 OJIOKMPOBKH TBOETO
YCTPOMCTBA, TJ€ YyCTaHOBJICHA HeJeraiapHas mnporpamMma. He crour Takke
3a0bIBaTh, YTO CYIIECTBYIOT JerajbHble M OecCIUIaTHble MPOrpamMMbl, KOTOpbIE
MO>KHO HalTH B CETH.



O nopraJue

CereBuUOK.pQ - TBOI IIaBHBIA COBETYMK B CETH. 3/1€Ch Thl MOXKEIIb Y3HATH O
0€30MacHOCTH B CETU MOHSATHBIM M JIOCTYNHBIM SI3bIKOM, & NP BO3HUKHOBEHHH
KPUTHUYECKON CHUTyallud OOpAaTUTHCS 3a COBETOM. A TakXe MPUHATH Y4acTUE B
KOHKYpCaXxX U CTaTh CaMbIM ITU(POBBIM IPaskIaHUHOM !



